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IIporpamMMa BCTYNIMTEJIBHOI'O JK3aMeHAa
JJISl OCTYNAIMIUX B IOKTOPAHTYPY
Ha rpyniy o0pa3oBaTeJbHbIX NPOrPAMM
D095 — «MudopmannonHasi 6€30MACHOCTb»

I. O6uue nosnoxxeHus

1. IIporpamma coctaBieHa B coorBeTcTBUM ¢ IIpukazom MuHuctpa
oOpazoBanus u Hayku Pecrryonuku Kazaxcran ot 31 okta6ps 2018 roma Ne 600 «O6
yTBEPKJI€HUH THUIOBBIX TpaBUJI IpHeMa Ha 00yUeHUE B OpraHu3alui oOpa3oBaHusl,
peanusyrone o0Opa3oBaTelbHbIE NPOTPAaMMBI BBICIIETO U IOCJIEBY30BCKOTO
oOpazoBanus» (gasee — Tunossie MpaBuia).

2. BerynuTtenbHbIM AK3aMEH B JOKTOPAHTYpPY COCTOUT U3 coOeceoBaHUS,
HAIMCaHUs 3CCEe U DK3aMeHa Mo MPpOoQUIII0 IPynHbl 00pa30BaTEIbHBIX MPOTPAMM.

brnox banner
1. CobecenoBanue 30
2. Dcce 20
3. DK3aMeH 1o MpOodHITIO TPYIIIBI 50
o0pa3oBaTeabHON MPOrpaMMBbl
Bcero/mpoxoanoi 100/75

3. IIpoAOMKUTENBHOCTh BCTYNUTEIBLHOIO 3K3aMeHa - 3 yaca 10 mMuHyT, B
TEUEHUE KOTOPHIX TOCTYMAIOMIMA MHIIET 3CCe, OTBEYAeT Ha DJICKTPOHHBIN
sK3aMeHaIMoHHbIN Omner. CoOecemoBaHWe TIPOBOAMTCS Ha 0a3e By3a 0
BCTYIIUTEIIBHOTO dK3aMEHA.

I1. Ilopsinok npoBeaeHNs BCTYNUTEIBHOI0 IK3aMeHa

1. IlocTynaroniye B TOKTOPaHTYpy Ha IpyIIly 00Opa3oBaTEIbHBIX NPOrpaMM
D095 — «UudopmannonHas 6€30MacHOCTb» MULIYT MPOOIEMHOE / TEMAaTHYECKOE
acce. O0beM acce — He MeHee 250 cIloB.

Lens s3cce — omnpenenuTh YpPOBEHb AHAIUTUYECKHMX M TBOPYECKUX
CIOCOOHOCTEH, BEIPA’KEHHBIX B YMEHUHU BBICTPAauBaTh COOCTBEHHYIO apTryMEHTAIUIO
Ha OCHOBE TEOPETUYECKUX 3HAHUN, COLIMAIBHOTO U JIMYHOTO OIBITA.

Bune! occe:

— MOTHBAIIMOHHOC 3CCC C PACKPLBITUCM HO6y,Z[I/ITeJ'II)HI)IX MOTHBOB K
HCCHGHOB&TGHBCKOﬁ JCATCIIBHOCTH,



— Hay4HO-aHAJUTHYECKOE OCCe C OOOCHOBAaHMEM aKTYyaJIbHOCTH U
METOJIOJIOTUH TUTAHUPYEMOTO MCCIICTIOBAHNS;

— TpoOJEMHOE/TEMAaTUUYECKOE 3CCE, OTPAXKAIOIIEE PA3TUYHBIC ACHEKThI
HAyYHOTO 3HAHMS B IPEIMETHON 00JIacTH.

2. DIIEKTPOHHBIN 9K3aMEHAIIMOHHBIN OUJIET COCTOUT U3 3 BOIPOCOB.

Tembl a8 MOATOTOBKM K 3JK3aMeHY MO MNPO(UII0 Tpynnbl
o0pa3oBaTeJIbHOM NMPOrPaAMMBbI:

Jucunninuna «Opranusanus cucreM HHGPOPMAUMOHHOM

0e3omacHOCTH»
Tema: kpunroananus
[Toxremsr:
I. Knaccuueckue mmdpsl u ux Bekpoitue. ludp casura u apuuHbIM

mupp U ux AemudppoBaHUE U B3JIOM METOAO0M mepedopa. YacTOTHBIM MeToA
BCKpbITUSl mM$pa 3aMeHbl. HemocraTku kinaccuueckux MU(POB, YaCTOTHBIN
aHaJIM3 TaKUX MUQPPOB TEKCTOB HAa Ka3aXCKOM U PYCCKOM SI3bIKaX.

2. Konpmo wmenbix wuwucen, anroput™m EBKiInWga W CIEACTBHUS.
[Ipencrasnenne Hanbosbiero oouero aenurens. Teopus cpaBHeHuit. CBoiicTBa
CpPaBHEHUH MO JaHHOMY MOyJt0. OOpaTUMBIE AIEMEHTHI 110 TaHHOMY MOJYJIIO.

3. Oynkuus Ounepa u ee cBoiicTBa. DyHKUMS ODijepa Ha MPOCTHIX
yucinax. TeopemMa O MyJbTHUIUIMKATUBHOCTH ¢yHKUuu Oitnepa. Dopmyna
HaxoXJIeHus 3HaueHud ¢QyHkuuu Dilnepa, BO3BEACHHE B CTEMEHb C
UCIOJIb30BaHUEM (DyHKINH Diepa.

4. Teopema @epma-Oiinepa u ocHoBHas TeopeMa RSA-mmdpa.

3. RSA-mudp, npouecc mudpoBanuss u yreHus, 0bocHoBanue. RSA-
mU(ppPOBaHUE OTKPBITBIM KJIOYEM 33JlaHHOrO TekcTa. RSA-pemmdpoBanue
3aKPBITHIM KJIHOYEM 33JJaHHOTO TEKCTA.

6. RSA-3nexTpoHHas moanuck, ujaes 1 000CHOBaHHE.

7. Peanuzanuss npouenypsl  RSA-31eKTpOHHON  MOANUCH, YacTh
MOANUCHIBAHUS SJIEKTPOHHOM MOJMUCHIO0 JOKYMEHTA.

8. Peanmuzauus npouenypsl RSA-snekTpoHHON MOANMCH, 4YacTh
¢ pPOBAHKUE TTOJIMTUCH OTKPHITHIM KITFOYOM.

9. Pacnpenenennie mpocThIX YUCEN B HATYPaIbHOM Py U olleHKa RSA
mudpa.

10. Konwiio mHOTOUNIEHOB Haj nojeMm < F2 ; +* > anroputm EBkinna,
MPEICTAaBICHUEe HAWOOIBIIET0  OOMEero  JENUTEeNs JBYX  MHOTOYJICHOB.
HenpuBoaumbele MHOrO4YWIeHB B 3TOM Kojblie. HenpuBoaumble MHOTOYJICHBI
creneHew 2,3,4,5.

11.  Kouctpykuus nosis < F n ; +,* > kak 1moJjist HOCTPOEHHOTO U3 OCTAaTKOB
[0 MOJYJIO HENPUBOJUMOIO MHOTOWICH. 3aJaHHE CIIOXKEHHUS W YMHOXXCHUS B
sToM mojie. OOpaTHBIC AJIEMEHTHI IO CIOKEHHI0O M OOpaTHBIC SJEMEHTHI IO

YMHOKEHHUIO ISl HEHYJIEBBIX 3JIEMEHTOB 3T0ro noss. [locrpouts none < F16 ; +,
* >



12.  Teopema Jlarpanxa O AEIMMOCTH MOpSJAKA CPYNIbl HA TOPSIOK
noArpynmbl. CIeACTBUS O TOM, YTO MOPSIOK 3JEMEHTA JEIUT MOPSAOK TPYIIIIHL.
[Tpumeps! noarpynn rpymisl Zn. Teopema o nepBooOpa3HOM 3JIEMEHTE B MOJE <
F2n ; +,* > [lepBooOpa3ublie anemMenThl ot < F16 ; +,% >,

13. KoHcTpyKkiusi MOJsi, MOCTPOEHHOIO W3 N-pa3psIHbIX JBOUYHBIX
0JIOKOB. 3a/1aHKE CIIOKEHUS U YMHOXEHHUSI B 3TOM Mojie. OOpaTHBIE 2JIEMEHTHI 110
CJIO’)KEHHUIO U OOpaTHBIE JIEMEHThI M0 YMHOXKEHHIO JJISI HEHYJIEBBIX 2JIEMEHTOB
ATOTO TOJIs, MEPBOOOpa3HbIE 3JEMEHThl ATOoro mnojsa. IlocTtpouts mnone 4-
Pa3psIIHBIX JBOMYHBIX OJIOKOB, YKa3aTh MEPBOOOPa3HBIC AJIEMEHTHI ATOTO TMOJIS.

14. 3anpaua Jlupu-Xennmana. Cozpanue o0Iiero cekpera sl yaaaeHHbIX
M0JIb30BATENIC, OMUPAsICh Ha «HEpa3pemuMocTh» 3anaun Judu-Xemnmana.
Pemenue mpoOiembl 0OMeHa KIt0YaMu JJis yAAJICHHBIX MOJIb30BaTeNeH.

15. IIudp Dnp-I'amans, mperecc oOMeHa KiIO4YamH, MUGpPOBaHUE U
nemmmdpoBanus. Peanuzamus Ha npumepe.

I[I/ICIII/III.]II/IHZI «MeTOIlbl H CPpeACTBA 3allIMTHI KOMHLIOTepHOﬁ

uHopManum»
Tema: Mmogenu u MeToAb! MKU(POBaHUST HHPOPMAIIH
[Toaremsr:
I. Kparkue ucropryeckue CBEAEHUS O BO3HMKHOBEHUM WU PA3BUTHHU

MeTonoB kpunrtojoruu. Kpunrorpadus. KonbunenunanbHocTh. [{e10CTHOCTS.
Ayrentudukanus. [{ludpopas moanuce.

2. Mopens bemna-Jlamagynel.  IIpenBapurenbHOE — pacrpenesicHue
kimouend. Ilepecbuika kimoded. OTKpeITOE pacnpeneneHue kimtoueil. Cxema
pazneneHust cekpera. WHPpacTpykTypa OTKphITBIX Kitouel. CepTudukarsl.
[entpsl ceprudukanuu. dopmanibHbie MOAETH MHPPOB. MoJean OTKPBITHIX
TEKCTOB. MaTeMaTnyeckue MOJIeNId OTKPBITOro TekcTa. Kpurepuu pacno3HaBaHus
OTKpBITOTO TekcTa. Kiaccudukarus muppoB MO pa3IMYHBIM PU3HAKAM.
Maremarnueckast Mmojenb mudpa 3amensl. Kitaccudukanus mmdpoB 3aMeHBI.

3. Mopens Low-Water-Mark (LWM). MapmipyTHbie TE€peCTaHOBKH.
DeMEeHTHI KPHUNTO- aHam3a mu@poB nepectaHoBku. [udpsr 3amMeHbI.

4. Mogaenu J. Goguen, J. Meseguer. Tabnuunoe rammupoBanue. O
BO3MO>KHOCTH BOCCTaHOBJIEHUSI BEPOSATHOCTEW 3HAKOB raMMbl. BoccTaHOBIIEHUE
TEKCTOB, 3allM(POBAHHBIX HEpPaBHO- BEpoOATHOM rammoi. IloBTOpHOE
ucroyib3oBanue rammbl. Kpunroanaimu3 mudpa Bmkenepa.  OmmOku
mudpoBabIIUKa.

5. Mopenb BBISIBICHUS HapylleHUs O€30MacHOCTU. OHTPONUA U
U30BITOYHOCTh fA3bIKA. PaccTosiHMe eauHCTBEHHOCTH. CTOMKOCTh IHU(POB.
Teopernueckas croiikocth mudpoB. I[lpakTuyeckas cTOWKOCTh MUMPOB.
Bompocst  umutoctovikoctu mmwmdpoB. [udpe, He pacmpocTpaHstonue
uckaxxenuit. [1Iudpsel, HE pacmpocTpaHsIIOMINEe UCKAKEHUN THMA ""3aMEeHA 3HAKOB.
[udpse1, HE pacIpOCTPaHSIIONINE UCKAKCHHUH THITA "TIPOITYCK-BCTaBKa 3HAKOB.

6. brounsie cuctemsr mudpoBanus. [IpuHIUIBI TOCTPOSHUS OIOYHBIX
mudpoB. [Tpumepst 607109HBIX MHPPOB. AMEPUKAHCKUN CTaHAAPT MIH(PPOBAHUS
nanueix DES. Crangapr mmdpoBanus manasix ['OCT 28147-89. Pexumbl



UCTOJIb30BaHusl OMouHbIX muppoB. KomOuHMpOBaHWE anIropuTMOB OJIOYHOTO
mudpoBaHuss. MeToapl aHaluM3a  AITOPUTMOB  OJIOYHOTO  MIMGPOBAHUS.
PexoMenganuu mo UCmoib30BaHUIO ANITOPUTMOB OJIOUHOTO MHU(PPOBAHHUSL.

7. [Torounsie cuctembl muppoBanus. CHUHXPOHH3AIMUS MOTOYHBIX
mdpeucteM. IIpuHOMNBI TOCTpOEHUS NOTOYHBIX IM@pcucteMm. [Ipumepsl
notounblx mmmuppcucrem. Iudpcucrema AS. IMludpcucrema T'mddopna.
JIluneiinble peructpsl casura. AnroputM bepnekemna—Meccu. Y cnoxHeHUE
JIMHEMHBIX PEKYPPEHTHBIX IocienoBareabHocTer. OuibTpyrommue reHepaTopsl.
KoMOunupyromue resHeparopsl. KomMno3uuuu JIHHEHHBIX PETUCTPOB CABUTA.
CxeMbl ¢ TMHAMUYECKUM HU3MEHEHUEM 3aKOHA peKypcuH. CXeMBbl C JIEMEHTaMHU
namMsaTd. MeToibl aHanu3a NOTOYHBIX MIH(POB.

8. VYmpasienue Oe3omacHocThio. CTaHAApTHI, ayAuT O€30MaCHOCTH.
OcoOEHHOCTH  PEUYEeBBIX CUTHAJIOB. CkpembnupoBaHue. YacToTHbIE
npeoOpazoBaHusi curHaina. Bpemennble mnpeoOpazoBanusi curHana. CTOWKOCTh
CUCTEM BPEMEHHBIX MepecTaHoBOK. CucreMbl U(poBoii TenepoHuu.

9. Cucrembl mM@ppoBaHUs C OTKPbITBIMH Kiaroyamu. udpcucrema
RSA. Hludppcucrema Dnp-I'amansa. udpcucrema Mak-Onuca. udpcucremsr
Ha OCHOBE "Mpo0JIeMBI prok3aka'.

10. HWnentuduxauusa. I[lpaBuna cocTtaBiaeHUs mNapojed. Y CIOXKHEHUE
npoieaypsl nposepku mnapodieid. "Iloaconennsie” naponu. [laponbHbie (pa3bl.
Ataku Ha ¢QuxkcupoBaHHble mapoiu. lloBTOpHOE ucCHONB30BaHKE MaAPOJEH.
TotanpHBIM TIepebOp maposieil. ATaku C TIOMOIIbIO  cioBaps. JludHbie
uaeHTUGUKAIMOHHbIE HOMepa. OHOpa30BbIe MAPOIH. «3apPOC-0TBET» (CHIIbHAS
uneHtudukamus).  "3amnpoc-oTBeT" ¢ HCIHOJIB30BAHHMEM  CHMMETPHUYHBIX
anropuTMOB mudpoBaHus. "3ampoc-oTBET" C UCMOIb30BaHUEM ACHMMETPUYHBIX
aNrOpuTMOB MG po-BaHUA. [IpOTOKOIBI C HYJNEBBIM pas3rialieHueM. ATaku Ha
IPOTOKOJIbI UACHTU(PUKAIIH.

11.  Kpunrorpadpuueckue xsm-pyHkunu. DyHKIUU X3MIMPOBAHUA U
IEJIOCTHOCTh JaHHBIX. KitoueBble (yHkuMu XsmmpoBaHus. beckitoueBbie
(GYHKIMH X3MKpoBaHuA. LIeI0CTHOCTh NaHHBIX U ayTeHTH(HUKAIUSA COOOLICHHIA.
Bo3moxHbIe aTaku Ha PYHKIIMH X3IIUPOBAHUS.

12.  Tudpossie noanucu. O6mue nonoxenus. Lluppossle noanucu Ha
OCHOBE IHU(PCUCTEM C OTKPBITBIMH Kiatouamu. [{udposas noanuce Puarta-
[Mamupa. [udposas noanuce Inb-I"amans. OxHopazoBbie HUGPOBBIE MOANKUCH.

13. TIlporokonsl pacupenenenus kioded. Ilepenaya wimrouend ¢
UCIOJIb30BAaHUEM CUMMETPUYHOTrO MudpoBaHus. JBYyCTOpOHHHE MPOTOKOJIBI.
TpexcroponHue  mnpoTokonbl. Ilepemaya  kiroued € HMCHOJB30BAHUEM
acumMeTpuuHoro mudpoBanus. IIporokonsl 6e3 ucnosib3oBaHUs UGPOBOM
nojanucu. IIporokonsl ¢ ucnosnb3oBaHueM IUQppoBoil nmoanucu. CepTudukatsl
OTKPBITBIX KItoueil. OTKpeITOEe pacnpeneneHue kimwoueil. [IpenBaputenbHoe
pacnpenenenue kiaroueid. Cxempl MPEABAPUTEIILHOIO PaclpereeHusl KIouel B
cetu cBs3u. Cxembl pazzeneHust cekpera. CnocoObl yCTaHOBIEHUS KIIOYEH Jist
KOH(epeHIICBsI3U. Bo3MokHbIe aTaky Ha MPOTOKOJIBI PACTIPEACTCHUS KITIOUEH.

14.  VYnopasnenne xmoyamu. JKWM3HEHHBIM IUKI KIIOYEH. YCIyry,
MPENOCTABJISIEMbIE JTIOBEPEHHOM TPEThEU CTOPOHOW. YCTAaHOBKAa BPEMEHHBIX



MeTok. HoTtapuzarus 1iudpoBbIX MOIMUCEH.

15. HekoTopble NMpakTUYECKUE ACHEKThl MCMIOIb30BaHUS HIHM(PPCHUCTEM.
AHanmu3 noroka cooOmeHuid. OmuOku  onepatopoB. Duznyeckue WU
OpraHM3alliOHHBIE MEpbl MpPH UCHOJb30BaHMU mHudpcucreM. KsaHTOBO-
KpUnTorpaduuecKuii MPOTOKOJI OTKPBITOTO pacipeaeneHus Kiodei. KBaHTOBBIM
KaHaJ ¥ ero cBoucTsa. [IpoToKOI OTKPBITOrO pacupeaeaeHus KIF0YEH.

JAucuuniauHa «J1eMeHThl CPeICTB 3allluThI HH(OPMAN)

Tema: 3amura nHQOPMAIIMU KOMITBIOTEPHBIX CUCTEM.

Iloaremsr:

1. Komnrwrotepnas cuctema (KC). OcHOBHBIE MOHATHS. DIEKTPOHHBIN
nokyMeHT (D/1). Buasr undopmaruu B KC.

2. VY A3BUMOCTh KOMIIBIOTEPHBIX cucTteM. [loHsiTHe mocTyna, CyObeKT u
o0wvekT pocryna. [lonstue nHecankimonupoBanHoro gocrtyna (HCJ). Kmaccsl u
Buasl HC/I.

3. [TonuTrka 0€30maCHOCTM B KOMIBIOTEPHBIX cucTemax. lloHsTue
MOJINTUKU 0Oe30macHOCTH M €€ OCHOBHBIE 0a3oBbIe mpencTaBieHus. OIleHKa
3aIUIIEHHOCTH

4. WUnentudukanus nonb3onateneit KC-cyObeKTOB 10OCTyIa K JaHHBIM.
3agada uaeHTUPUKAIMU ToJib3oBatTens. [loHsTHEe TpoTOKoJia UACHTU(DUKAIINY.
[TonsiTue naeHTUPUUUpPYIOIIEH HHPOpMaLUU

5. CpeacTBa U MeTOAbl OTpaHUYEHUsi Joctymna K ¢aiiaam. OCHOBHBIE
noaxonabl K 3amute AaHHbIX oT HCJl. CnocoObl dukcanuu (GakToB AOCTyIa.
Kypnansl noctyna.

6. JlocTyn K JaHHBIM CO CTOPOHBI mporecca. OCOOEHHOCTH 3alUTHI
JAHHBIX OT u3MeHeHus. HajexxHocTs cucteM orpanuuenus nocryna. [loaxon Ha
ocHOBe (popMupoBaHUS X31I-QYHKIIUHA, TPEOOBAHUS K TOCTPOCHHUIO U CIOCOOBI
peanuzanuu.

7. [Iporpammuo-anmapatueie  cpenctBa mmdpoBanus. [loctpoeHue
IPOrpPaMMHO-aIapaTHRIX KOMIUIEKCOB udpoBanus. [I[poekTupoBanue Moryne
KPUINTONPEOOpa30BaHUIl HA OCHOBE CUTHAJIBHBIX MPOILIECCOPOB.

8. Metonbl U CpeCTBA OTpaHUYEHHS NOCTyNa K KOMHoHeHTam JOBM.
Komnonentst [19BM. Krnaccudukanus 3amuiiaemMbix KoMmrnoHeHT [19BM:
OTUYKJAEMbIE U HEOTUYK/1aeMble KOMITOHEHTHI [[9BM.

9. 3ammTa TMpOrpaMM OT HECAHKIMOHUPOBAHHOIO KOIHUPOBAHMS.
[Togxonpr kK 3amade 3amuThl OT KomupoBaHud. IIpussska [0 k annmapaTtHOMy
OKPY>KEHHUIO U (U3UUYECKUM HOCUTENSIM KaK €IMHCTBEHHOE CPEJICTBO 3alIUTHI OT
konupoBanus I[10.

10. Xpanenus xmrodeBoil uHbopmanmu. [Taponmu u ximroun. CexkperHas
uHdOpMaIus, UCTIONb3yeMas JIJIsl KOHTPOJIS JOCTyNa: KII0YU U TapoJIy.

11. VYnpasnenue kpuntorpapuiyeckuMu Kiroyamu. ['eHepanus KItouen.
Pacrnipenenenue xkirouen.

12. Tlpotokonm ayTeHTHU(UKANMKM  paCIpEACNICHUs]  KIIOYeH s
CUMMETPHUYHBIX KpUNTOCUCTEM. (OCHOBHBIC TOHSTHUS W ONPEACIICHUS, THUIIbI
Kpunrorpadhuueckux NpOTOKOJIOB, TPUMEPHI.



13.  TIpoTokois sl aCCUMETPUYHBIX KPUIITOCUCTEM C HCIIOJIb30BAaHUEM
cepTU(UKATOB OTKPHITHIX KIIOUEH.

14.  Opranuzauus XpaHeHHs KIoued (C NpuUMepaMy peau3allH).
MarHuTHbele JIUCKH MNPSAMOrO JOCTyna. MAarHUTHbIE W HWHTEJUIEKTYaJIbHBIE.
CpenctBo TouchMemory.

15. 3ammra nporpaMMm oT u3yueHusa. HM3ydyeHue u  oOpatHoe
npoektupoBanue [10. Lenu u 3anaun uzyyenus padotsl [10. CriocoObl u3yueHus
[1O: craTnyeckoe U TMHAMUYECKOE U3YUCHHE.
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